JOB OPPORTUNITY

CALIFORNIA STATE DEPARTMENT OF INSURANCE

ASSOCIATE INFORMATION SYSTEMS ANALYST (SPECIALIST)
$4,316 - $5,247
STATEWIDE NETWORK SUPPORT
SACRAMENTO

RESPONSIBILITIES: Under general supervision, the Associate Information Systems Analyst (Specialist)
has technical support responsibilities for various network systems. Functional areas include: the installation,
configuration and maintenance of Security Devices, Information security hardware and software platforms
including various network protocols, encryption methods and applications. The incumbent will also proactively
monitor and analyze traffic patterns for vulnerabilities, hack prevention, anomalies, and errors; and recommend
effective course of action for network improvements and/or prevention of security related issues.

Required Knowledge, Skills, Abilities:

Knowledge of the TCP/IP Protocol

Good written and verbal communication skills

Ability to develop strong working relationships and deliver excellent customer service
Ability to work well independently and in a team environment

Ability to handle multiple priorities

Self motivated, enthusiastic, and responsible

Desirable Experience/Qualifications:
e Knowledge of the Open Systems Interconnect (OSI) model
e Knowledge with Firewalls, Content Management devices, VPN, Network Switches and Routers
e Understanding of various encryption methods and associated implementation
e Knowledge of Protocol Analyzers and Security software tools

WHO MAY APPLY: Applications will be accepted from current State employees at the Associate
Information Systems Analyst (Specialist) level, those within transfer range, or those with list eligibility. All
applications will be reviewed; however, only the most qualified candidates will be interviewed. Applicants
currently on SROA lists or employed by a surplus department are encouraged to apply. Surplus candidates
must attach a copy of their letter. All applicants must clearly indicate the basis of their eligibility (i.e., SROA,
surplus, reemployment, reinstatement, transfer, or list eligibility) on the state application.

APPLICATION PROCEDURE: Send a completed standard State of California application to Bob Pohutsky,
Department of Insurance, 300 Capitol Mall, Suite 1400, Sacramento, CA 95814. Pleaseindicate“ Associate
Information Systems Analyst (Specialist) #104-1470-SNS’ on the State application. For additional
information, please call Jesse Castillo at (916) 492-3336.

FINAL FILING DATE:  June 26, 2006 or Until Filled
NOTE: Interested individuals must submit applicationsin order to be considered for this position.

pb06/15/06

DO NOT SUBMIT APPLICATIONSTO THE STATE PERSONNEL BOARD

AN EMPLOYER OFFERING EQUAL EMPLOYMENT OPPORTUNITY TO ALL REGARDLESS OF RACE, COLOR, CREED, NATIONAL ORIGIN
ANCESTRY, SEX, MARITAL STATUS, DISABILITY, RELIGIOUS OR POLITICAL AFFILIATION, AGE OR SEXUAL ORIENTATION.




